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Network 
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URLLC-DN tunnel: Provides URLLP paths over
the packet network to transfer packets with low
latency and maintain timing characteristics

Network sensor: Dynamically changes the
monitoring granularity and depth (up to 100
Gbps class non-sampling monitoring)
according to the situation in the packet
transfer node

・Probing function control
(granularity / depth change)

・URLLC-DN tunnel (URLLP path) setting

Digital Twin Virtual Network: probes the traffic data at 
any (real) point in Japan synchronized in digital space

• NW Sensor API
• URLLC-DN/Transport APIHyper Probing layer
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Unified control via API 
from Orchestrator

Large scale 
traffic analysis 
in cloud

Traffic route identification 
for each service

Technology to achieve 
advanced security and 
traffic monitoring

URLLC-DN: Ultra-reliable and Low Latency Communications – Deterministic Networking
URLLP : Ultra-reliable and Low Latency Probing
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These research results were obtained from the commissioned research by
National Institute of Information and Communications Technology (NICT) , JAPAN.

Reconfigurable in-network security sensor network with 
beyond 5G emerging technology Project (REINS network)

Layer structure Contents

(3)
Digital twin
Monitoring and 
Control layer

⚫Building digital twin data from just-in-
time collected data.

⚫Autonomous network monitoring and 
control in cooperation with machine 
learning and automatic defense 
against wide-area cyber attacks.

(2)
Hyper Probing 
layer

⚫Realizing Large-capacity, real-time, 
jitter-less wide-area transferring 
technology - URLLP (*2) by optical 
network and programmable hardware.

⚫High accuracy data collection by 
URLLP.

(1)
Reconfigurable
Transport layer

⚫Dynamic network sensor in the B5G 
network realized by programmable 
hardware technology (*1).

⚫Flexible data collection from high-
speed networks realized by dynamic, 
hardware reconfiguration.
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(2) Hyper Probing layer

(3) Digital twin Monitoring  
and Control layer
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Dynamic Secure Network technology
⚫Realize a monitoring control loop by collecting, judging, and controlling network information using API
⚫Aggregate a wide range of network information into NOC just in time (high efficiency and high accuracy)
⚫Applicable to monitoring and control of large-scale networks

*1 RCP：Reconfigurable Communication Processor
*2 URLLP：Ultra Reliable and Low Latency Probing

Concept
Traffic data collected by network sensors distributed over the network are transferred to NOC 
via URLLP paths, and the analyzed results are reflected in the transport layer via API.
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・Digital twin monitoring

・In-Network Security
Analysis / visualization / control

(API technology)
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